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CITY OF MENIFEE
PROFESSIONAL SERVICES AGREEMENT
CYBER SECURITY PENETRATION TESTING SERVICES

THIS PROFESSIONAL SERVICES AGREEMENT (“Agreement”) is made and effective
this 14 day of october , 2024 (“Effective Date”) by and between the CITY OF MENIFEE,
a California municipal corporation, (“City”’) and CSD CYBER, LLC., a Limited Liability
Company (LLC) (“Consultant”). City and Consultant may sometimes herein be referred to
individually as a “Party” and collectively as the “Parties.”

SECTION 1. SERVICES.

Subject to the terms and conditions set forth in this Agreement, Consultant shall provide to
City the services described in the Scope of Services, attached hereto as Exhibit A and incorporated
herein by this reference (the “Services”). Consultant will perform subsequent task orders as
requested by the Contract Administrator (as defined below), in accordance with the Scope of
Services. In the event of a conflict in or inconsistency between the terms of this Agreement and
Exhibit A, this Agreement shall prevail.

1.1 Term of Services. The term of this Agreement shall begin on September 23, 2024
and shall end on June 30, 2025 unless the term of this Agreement is otherwise terminated or
extended as provided for in Section 8. The time provided to Consultant to complete the Services
required by this Agreement shall not affect City’s right to terminate this Agreement, as provided
for in Section 8.

1.2 Standard of Performance. Consultant represents and warrants that Consultant is a
provider of first class work and services and Consultant is experienced in performing the Services
contemplated herein and, in light of such status and experience, Consultant shall perform the
Services required pursuant to this Agreement in the manner and according to the standards
observed by a competent practitioner of the profession in which Consultant is engaged in the
geographical area in which Consultant practices its profession and to the sole satisfaction of the
Contract Administrator.

1.3 Assignment of Personnel. Consultant shall assign only competent personnel to
perform the Services pursuant to Agreement. In the event that City, in its sole discretion, at any
time during the term of this Agreement, desires the reassignment of any such persons, Consultant
shall, immediately upon receiving notice from City of such desire of City, reassign such person or
persons.

1.4  Time. Consultant shall devote such time to the performance of the Services
pursuant to this Agreement as may be reasonably necessary to satisfy Consultant’s obligations
hereunder.

1.5 Authorization to Perform Services. Consultant is not authorized to perform any of
the Services or incur any costs whatsoever under the terms of this Agreement until receipt of
authorization from the Contract Administrator.
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1.6 Warranty. By executing this Agreement, Consultant warrants that Consultant (i)
has thoroughly investigated and considered the Services, (ii) has carefully considered how the
Services should be performed, and (iii) fully understands the facilities, difficulties, and restrictions
attending performance of the Services.

1.7 Covid-19 Safety. If Consultant enters City property or meets in person with City
employees during the performance of the Services, Consultant shall comply with all applicable
emergency orders, directives, protocols, and best practices related to the COVID-19 pandemic,
including, but not limited to: (A) wearing facial coverings, (B) maintaining adequate physical
distancing when possible, (C) regular hand washing, and (D) regular hand sanitizing.

1.8  Confidentiality. Consultant shall maintain confidentiality of all work product,
results, information, and any other materials produced or revealed through the Services or
otherwise pursuant to this Agreement, including all records and materials referenced in Section 9
hereunder. Consultant shall not disclose, publish, or otherwise share such information with any
person without the express prior written consent of the Contract Administrator or City’s Chief
Information Officer which may be granted or withheld in that person’s sole discretion. In the event
Consultant believes or is informed that it is legally required to disclose any information subject to
this Section 1.8, it shall provide City with at least thirty (30) days’ notice of the request (or the
longest period permitted by law), and the opportunity to seek a protective order to protect the
information. Consultant acknowledges that the Services involve highly sensitive City information
and data, and that breach of this Section 1.8 may result in significant damages to City and liability
to Consultant. This Section 1.8 shall not prevent City from complying with its transparency
requirements under applicable law, including but not limited to the California Public Records Act
Of Successor provisions.

SECTION 2. COMPENSATION.

City hereby agrees to pay Consultant a sum not to exceed Twenty Four Thousand Eight
Hundred Forty Dollars and Zero Cents ($24,840.00) notwithstanding any contrary indications
that may be contained in Consultant’s proposal, for the Services to be performed and reimbursable
costs incurred under this Agreement. In the event of a conflict between this Agreement and Exhibit
A, regarding the amount of compensation, this Agreement shall prevail. City shall pay Consultant
for the Services rendered pursuant to this Agreement at the time and in the manner set forth herein.
The payments specified below shall be the only payments from City to Consultant for the Services
rendered pursuant to this Agreement. Consultant shall submit all invoices to City in the manner
specified herein. Except as specifically authorized in advance by City, Consultant shall not bill
City for duplicate services performed by more than one person.

2.1 Invoices. Consultant shall submit invoices monthly during the term of this
Agreement, based on the cost for the Services performed and reimbursable costs incurred prior to
the invoice date. Invoices shall contain the following information:

a. Serial identifications of progress bills; i.e., Progress Bill No. 1 for the first
invoice, etc.;

b. The beginning and ending dates of the billing period;
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C. A “Task Summary” containing the original contract amount, the amount of
prior billings, the total due this period, the balance available under this Agreement, and the
percentage of completion;

d. At City’s option, for each item in each task, a copy of the applicable time
entries or time sheets shall be submitted showing the name of the person performing the Services,
the hours spent by each person, a brief description of the Services, and each reimbursable expense;

e. The total number of hours of work performed under this Agreement by
Consultant and each employee, agent, and subcontractor of Consultant performing the Services
hereunder necessary to complete the Services described in Exhibit A;

f. Receipts for expenses to be reimbursed;
g. The Consultant Representative’s signature.
Invoices shall be submitted to:

City of Menifee

Attn: Accounts Payable
29844 Haun Road
Menifee, CA 92586

2.2. Split Payment. City shall make payments of 50% to initiate the project $12,240.00 based on

the above section 2 Compensation for the Services satisfactorily performed, and for authorized
reimbursable costs incurred. City shall pay the second half 50% $12,240.00 of the project upon its
completion when the final report of the testing has been completed and delivered. An invoice will
be sent to the City prior to the initiation of work.

have been-satisfactorily-performed-Final invoice to be sent on delivery of the final report. The city
will invoice City for second half 50% or $12,240.00 with Net 30 terms of payment.
2.3 Total Payment. City shall not pay any additional sum for any expense or cost

whatsoever incurred by Consultant in rendering the Services pursuant to this Agreement. City
shall make no payment for any extra, further, or additional service pursuant to this Agreement.
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In no event shall Consultant submit any invoice for an amount in excess of the
maximum amount of compensation provided above either for a task or for the entirety of the
Services performed pursuant to this Agreement, unless this Agreement is modified in writing prior
to the submission of such an invoice.

2.4 Hourly Fees. Fees for the Services performed by Consultant on an hourly basis
shall not exceed the amounts shown on the fee schedule included with Exhibit A.

2.5 Reimbursable Expenses. Reimbursable expenses are included within the maximum
amount of this Agreement.

2.6 Payment of Taxes. Consultant is solely responsible for the payment of employment
taxes incurred under this Agreement and any federal or state taxes.

2.7 Payment upon Termination. In the event that City or Consultant terminates this
Agreement pursuant to Section 8, City shall compensate Consultant for all outstanding costs and
reimbursable expenses incurred for Services satisfactorily completed and for reimbursable
expenses as of the date of written notice of termination. Consultant shall maintain adequate logs
and timesheets in order to verify costs and reimbursable expenses incurred to that date.

SECTION 3. FACILITIES AND EQUIPMENT.

Except as otherwise provided, Consultant shall, at its sole cost and expense, provide all
facilities and equipment necessary to perform the services required by this Agreement. City shall
make available to Consultant only physical facilities such as desks, filing cabinets, and conference
space, as may be reasonably necessary for Consultant’s use while consulting with City employees
and reviewing records and the information in possession of City. The location, quantity, and time
of furnishing those facilities shall be in the sole discretion of City. In no event shall City be
required to furnish any facility or equipment that may involve incurring any direct expense,
including but not limited to computer, long-distance telephone or other communication charges,
vehicles, and reproduction facilities.

SECTION 4. INSURANCE REQUIREMENTS.

Before beginning any work under this Agreement, Consultant, at its own cost and expense,
shall procure the types and amounts of insurance listed below and provide certificates of insurance,
indicating that Consultant has obtained or currently maintains insurance that meets the
requirements of this Section and which is satisfactory, in all respects, to City. Consultant shall
maintain the insurance policies required by this Section throughout the term of this Agreement.
The cost of such insurance shall be included in Consultant’s compensation. Consultant shall not
allow any subcontractor, consultant or other agent to commence work on any subcontract until
Consultant has obtained all insurance required herein for the subcontractor(s) and provided
evidence thereof to City. Verification of the required insurance shall be submitted and made part
of this Agreement prior to execution. Consultant acknowledges the insurance policy must cover
inter-insured suits between City and other insureds. Consultant agrees that the requirement to
provide insurance shall not be construed as limiting in any way the extent to which Consultant
may be held responsible for the payment of damages to any persons or property resulting from
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Consultant activities or the activities of any person or persons for which Consultant is otherwise
responsible nor shall it limit Consultant’s indemnification liabilities as provided in Section 5.

4.1 Workers’ Compensation. Consultant shall, at its sole cost and expense, maintain
Statutory Workers” Compensation Insurance and Employer’s Liability Insurance for any and all
persons employed directly or indirectly by Consultant pursuant to the provisions of the California
Labor Code. Statutory Workers” Compensation Insurance and Employer’s Liability Insurance
shall be provided with limits of not less than ONE MILLION DOLLARS ($1,000,000.00) per
accident, ONE MILLION DOLLARS ($1,000,000.00) disease per employee, and ONE MILLION
DOLLARS ($1,000,000.00) disease per policy. In the alternative, Consultant may rely on a self-
insurance program to meet those requirements, but only if the program of self-insurance complies
fully with the provisions of the California Labor Code. Determination of whether a self-insurance
program meets the standards of the California Labor Code shall be solely in the discretion of the
Contract Administrator. The insurer, if insurance is provided, or Consultant, if a program of self-
insurance is provided, shall waive all rights of subrogation against City and its officers, officials,
employees, and authorized volunteers for loss arising from the Services performed under this
Agreement.

4.2 Commercial General and Automobile Liability Insurance.

a. General requirements. Consultant, at its own cost and expense, shall
maintain commercial general and automobile liability insurance for the term of this Agreement in
an amount not less than ONE MILLION DOLLARS ($1,000,000.00) per occurrence, combined
single limit coverage, for risks associated with the Services contemplated by this Agreement, TWO
MILLION  DOLLARS ($2,000,000.00) general aggregate, and TWO MILLION
DOLLARS ($2,000,000.00) products/completed operations aggregate. If a Commercial General
Liability Insurance or an Automobile Liability Insurance form or other form with a general
aggregate limit is used, either the general aggregate limit shall apply separately to the Services to
be performed under this Agreement or the general aggregate limit shall be at least twice the
required occurrence limit. Such coverage shall include but shall not be limited to, protection
against claims arising from bodily and personal injury, including death resulting therefrom, and
damage to property resulting from the Services contemplated under this Agreement, including the
use of hired, owned, and non-owned automobiles.- Automobile Liability Insurance is waived.

b. Minimum Scope of Coverage. Commercial general coverage shall be at
least as broad as Insurance Services Office Commercial General Liability occurrence form
CG 0001. Automobile coverage shall be at least as broad as Insurance Services Office Automobile
Liability form CA 0001 Code 2, 8, and 9. No endorsement shall be attached limiting the coverage.-
Automobile Liability Insurance is waived.

c. Additional Requirements. Each of the following shall be included in the
insurance coverage or added as a certified endorsement to the policy:

(i)  The insurance shall cover on an occurrence or an accident basis, and
not on a claims-made basis.

2905/031858-0001
18155996.1 a07/24/24 -5-



Docusign Envelope ID: 39EA7410-3FB0-4D51-AEC4-C6A9BEASF3DC

(1))  Any failure of Consultant to comply with reporting provisions of the
policy shall not affect coverage provided to City and its officers, employees, agents, and
volunteers.

43 Professional Liability Insurance.

a. General Requirements. Consultant, at its own cost and expense, shall
maintain for the period covered by this Agreement professional liability insurance for licensed
professionals performing the Services pursuant to this Agreement in an amount not less than ONE
MILLION DOLLARS ($1,000,000) covering the licensed professionals’ errors and omissions.
Any deductible or self-insured retention shall be shown on the Certificate. If the deductible or
self-insured retention exceeds TWENTY-FIVE THOUSAND DOLLARS ($25,000), it must be
approved in writing by City.

b. Claims-Made Limitations. The following provisions shall apply if the
professional liability coverage is written on a claims-made form:

(i)  The retroactive date of the policy must be shown and must be no
later than the commencement of the Services.

(i1))  Insurance must be maintained and evidence of insurance must be
provided for at least five (5) years after the expiration or termination of this Agreement or
completion of the Services, so long as commercially available at reasonable rates.

(i11))  If coverage is canceled or not renewed and it is not replaced with
another claims-made policy form with a retroactive date that precedes the Effective Date of this
Agreement, Consultant must provide extended reporting coverage for a minimum of five (5) years
after the expiration or termination of this Agreement or the completion of the Services. Such
continuation coverage may be provided by one of the following: (1) renewal of the existing policy;
(2) an extended reporting period endorsement; or (3) replacement insurance with a retroactive date
no later than the commencement of the Services under this Agreement. City shall have the right
to exercise, at Consultant’s sole cost and expense, any extended reporting provisions of the policy,
if Consultant cancels or does not renew the coverage.

(iv) A copy of the claim reporting requirements must be submitted to
City prior to the commencement of the Services under this Agreement.

4.4 All Policies Requirements.

a. Acceptability of Insurers. All insurance required by this Section is to be
placed with insurers with a Bests’ rating of no less than A:VII and admitted in California.

b. Verification of Coverage. Prior to beginning the Services under this
Agreement, Consultant shall furnish City with certificates of insurance, additional insured
endorsement or policy language granting additional insured status complete certified copies of all
policies, including complete certified copies of all endorsements. All copies of policies and
certified endorsements shall show the signature of a person authorized by that insurer to bind
coverage on its behalf. The certificate of insurance must include the following reference: CYBER
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SECURITY PENETRATION TESTING SERVICES. The name and address for additional
insured endorsements, certificates of insurance and notice of cancellation is: City of Menifee,
29844 Haun Road, Menifee, CA 92586. City must be endorsed as an additional insured for
liability arising out of ongoing and completed operations by or on behalf of Consultant.

c. Notice of Reduction in or Cancellation of Coverage. Consultant shall
provide written notice to City within ten (10) working days if: (1) any of the required insurance
policies is terminated; (2) the limits of any of the required polices are reduced; or (3) the deductible
or self insured retention is increased. In the event any of said policies of insurance are cancelled,
Consultant shall, prior to the cancellation date, submit new evidence of insurance in conformance
with this Section 4 to the Contract Administrator.

d. Additional Insured; Primary Insurance. City and its officers, employees,
agents, and authorized volunteers shall be covered as additional insureds with respect to each of
the following: liability arising out of the Services performed by or on behalf of Consultant,
including the insured’s general supervision of Consultant; products and completed operations of
Consultant, as applicable; premises owned, occupied, or used by Consultant; and automobiles
owned, leased, or used by Consultant in the course of providing the Services pursuant to this
Agreement. The coverage shall contain no special limitations on the scope of protection afforded
to City or its officers, employees, agents, or authorized volunteers. The insurance provided to City
as an additional insured must apply on a primary and non-contributory basis with respect to any
insurance or self-insurance program maintained by City. Additional insured status shall continue
for one (1) year after the expiration or termination of this Agreement or completion of the Services.

A certified endorsement must be attached to all policies stating that coverage is
primary insurance with respect to City and its officers, officials, employees, and volunteers, and
that no insurance or self-insurance maintained by City shall be called upon to contribute to a loss
under the coverage.

e. Deductibles and Self-Insured Retentions. Consultant shall obtain the
written approval of City for the self-insured retentions and deductibles before beginning any of the
Services.

During the term of this Agreement, only upon the prior express written
authorization of the Contract Administrator, Consultant may increase such deductibles or self-
insured retentions with respect to City, its officers, employees, agents, and volunteers. The
Contract Administrator may condition approval of an increase in deductible or self-insured
retention levels with a requirement that Consultant procure a bond guaranteeing payment of losses
and related investigations, claim administration, and defense expenses that is satisfactory in all
respects to each of them.

f. Subcontractors. Consultant shall include all subcontractors as insureds
under its policies or shall furnish separate certificates and certified endorsements for each
subcontractor. All coverages for subcontractors shall be subject to all of the requirements stated
herein.
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g. Variation. The Contract Administrator may, but is not required to, approve
in writing a variation in the foregoing insurance requirements, upon a determination that the
coverage, scope, limits, and forms of such insurance are either not commercially available, or that
City’s interests are otherwise fully protected.

4.5 Remedies. In addition to any other remedies at law or equity City may have if
Consultant fails to provide or maintain any insurance policies or policy endorsements to the extent
and within the time herein required, City may, at its sole option, exercise any of the following
remedies, which are alternatives to other remedies City may have and are not the exclusive remedy
for Consultant’s breach:

a. Obtain such insurance and deduct and retain the amount of the premiums
for such insurance from any sums due under this Agreement;

b. Order Consultant to stop work under this Agreement or withhold any
payment that becomes due to Consultant hereunder, or both stop work and withhold any payment,
until Consultant demonstrates compliance with the requirements hereof; and/or

c. Terminate this Agreement.
SECTION 5. INDEMNIFICATION.

5.1 Indemnification for Professional Liability. = Where the law establishes a
professional standard of care for performance of the Services, to the fullest extent permitted by
law, Consultant shall indemnify, protect, defend (with counsel selected by City), and hold harmless
City and any and all of its officers, employees, officials, volunteers, and agents from and against
any and all claims, losses, costs, damages, expenses, liabilities, liens, actions, causes of action
(whether in tort, contract, under statute, at law, in equity, or otherwise) charges, awards,
assessments, fines, or penalties of any kind (including reasonable consultant and expert fees and
expenses of investigation, costs of whatever kind and nature and, if Consultant fails to provide a
defense for City, the legal costs of counsel retained by City) and any judgment (collectively,
“Claims”) to the extent same are caused in whole or in part by any negligent or wrongful act, error,
or omission of Consultant, its officers, agents, employees, or subcontractors (or any entity or
individual that Consultant shall bear the legal liability thereof) in the performance of professional
services under this Agreement.

5.2 Indemnification for Other than Professional Liability. Other than in the
performance of professional services and to the full extent permitted by law, Consultant shall
indemnify, protect, defend (with counsel selected by City), and hold harmless City, and any and
all of its officers, employees, officials, volunteers, and agents from and against any and all Claims,
where the same arise out of, are a consequence of, or are in any way attributable to, in whole or in
part, the performance of this Agreement by Consultant or by any individual or entity for which
Consultant is legally liable, including but not limited to officers, agents, employees or
subcontractors of Consultant.

53 Limitation of Indemnification for Design Professionals. Notwithstanding any
provision of this Section 5 to the contrary, design professionals, as that term is defined in Civil
Code Section 2782.8, are required to defend and indemnify City only to the extent permitted by
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Civil Code Section 2782.8. The term “design professional” as defined in Section 2782.8, is limited
to licensed architects, licensed landscape architects, registered professional engineers, professional
land surveyors, and the business entities that offer such services in accordance with the applicable
provisions of the California Business and Professions Code. This Subsection 5.3 shall only apply
to Consultant if Consultant is a “design professional” as that term is defined in Civil Code Section
2782.8.

5.4  Limitation of Indemnification. The provisions of this Section 5 do not apply to
claims occurring as a result of City’s sole or active negligence. The provisions of this Section 5
shall not release City from liability arising from gross negligence or willful acts or omissions of
City or any and all of its officers, officials, employees, and agents acting in an official capacity.

SECTION 6. INDEPENDENT CONTRACTOR.

At all times during the term of this Agreement, Consultant shall be an independent
contractor and shall not be an employee of City. City shall have the right to control Consultant
only insofar as the results of the Services rendered pursuant to this Agreement and assignment of
personnel pursuant to Subsection 1.3; however, otherwise City shall not have the right to control
the means by which Consultant accomplishes the Services rendered pursuant to this Agreement.
The personnel performing the Services under this Agreement on behalf of Consultant shall at all
times be under Consultant’s exclusive direction and control. Consultant shall not at any time or in
any manner represent that it is or any of its officers, employees, or agents are in any manner
officers, officials, employees, or agents of City. Consultant shall not incur or have the power to
incur any debt, obligation, or liability whatever against City, or bind City in any manner. Except
for the fees paid to Consultant as provided in this Agreement, City shall not pay salaries, wages,
or other compensation to Consultant for performing the Services hereunder for City. City shall
not be liable for compensation or indemnification to Consultant for injury or sickness arising out
of performing the Services hereunder. Notwithstanding any other City, state, or federal policy,
rule, regulation, law, or ordinance to the contrary, Consultant and any of its employees, agents,
and subcontractors providing services under this Agreement shall not qualify for or become
entitled to any compensation, benefit, or any incident of employment by City, including but not
limited to eligibility to enroll in the California Public Employees Retirement System (“PERS™) as
an employee of City and entitlement to any contribution to be paid by City for employer
contributions and/or employee contributions for PERS benefits.

SECTION 7. LEGAL REQUIREMENTS.
7.1 Governing Law. The laws of the State of California shall govern this Agreement.

7.2  Compliance with Applicable Laws. Consultant and any subcontractor shall comply
with all applicable local, state, and federal laws and regulations applicable to the performance of
the work hereunder. Consultant shall not hire or employ any person to perform work within City
or allow any person to perform the Services required under this Agreement unless such person is
properly documented and legally entitled to be employed within the United States. Consultant
acknowledges and agrees that it shall be independently responsible for reviewing the applicable
laws and regulations and effectuating compliance with such laws. Consultant shall require the
same of all subcontractors.
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7.3 Prevailing Wages. Consultant acknowledges and agrees that it shall be
independently responsible for reviewing the applicable prevailing wage laws and regulations and
effectuating compliance with such laws, including, but not limited to the prevailing wage and
related requirements set forth in this Subsection 7.3. Consultant shall bear all risks of payment or
non-payment of prevailing wages under California law and/or the implementation of Labor Code
Section 1781, as the same may be amended from time to time, and/or any other similar law.

a. Public Work. Consultant hereby expressly acknowledges and agrees that
City has never previously affirmatively represented to Consultant, its employees or agents in
writing or otherwise that the Services are not a “public work,” as defined in Section 1720 of the
Labor Code. It is agreed by the Parties that, in connection with the development, construction (as
defined by applicable law) and operation of the Services, including, without limitation, any public
work (as defined by applicable law), if any, Consultant shall bear all risks of payment or non-
payment of state and/or federal prevailing wages and/or the implementation of Labor Code
Sections 1726 and 1781, as the same may be enacted, adopted or amended from time to time,
and/or any other provision of law. To the extent applicable, City will enforce all penalties required
by law for Consultant’s failure to pay prevailing wages.

b. Labor Code of California. The Consultant’s attention is directed to Division
2, Part 7, Chapter 1 of the Labor Code of the State of California and especially to Article 2 (Wages);
and Article 3 (Working Hours), thereof.

(1) In accordance with Sections 1773 and 1773.2 of the Labor Code,
City has found and determined the general prevailing rates of wages in the locality in which the
public work is to be performed are those determined by the Director of Industrial Relations and
available at https://www.dir.ca.gov/OPRL/2022-1/PWD/Southern.html. Copies of the prevailing
rates of wages are maintained with City’s principal office and are available to any interested party
on request. Consultant shall post a copy of the prevailing rate of per diem wages at each job site.

(i1))  Consultant is aware of and will comply with the provisions of Labor
Code Section 1776, including the keeping of payroll records and furnishing certified copies thereof
in accordance with said Section. Pursuant to Labor Code Section 1771.4, Consultant must submit
certified payroll records to the Labor Commissioner using the Department of Industrial Relations’
electronic certified payroll reporting (¢CPR) system.

(i11))  Pursuant to Labor Code Section 1810, it is stipulated hereby that
eight (8) hours labor constitutes a legal day’s work hereunder.

(iv)  Pursuant to Labor Code Section 1815, work performed by
employees of contractors in excess of eight (8) hours per day, and 40 hours during any one week,
shall be permitted upon public work upon compensation for all hours worked in excess of eight
(8) hours per day at not less than 1 2 times the basic rate of pay.

(v)  Pursuant to Labor Code Section 1813, it is stipulated hereby that
Consultant shall, as a penalty to City, forfeit twenty-five dollars ($25) for each worker employed
in the execution of this Agreement by Consultant or by any subcontractor hereunder for each
calendar day during which such worker is required or permitted to work more than eight (8) hours
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in any one calendar day and forty (40) hours in any one (1) calendar week in violation of the
provisions of Article 3 (commencing with Section 1810), Chapter 1, Part 7, Division 2 of the Labor
Code.

(vi)  Consultant is aware of and will comply with the provisions of Labor
Code Sections 1777.5 and 1777.6 with respect to the employment of apprentices. Pursuant to
Section 1777.5 it is hereby stipulated that Consultant will be responsible for obtaining compliance
therewith on the part of any and all sub-consultants or subcontractors employed by Consultant in
connection with this Agreement.

(vil)  Pursuant to Labor Code Section 1775, it is hereby stipulated that
Consultant shall, as a penalty to City, forfeit not more than two-hundred dollars ($200) for each
calendar day, or portion thereof, for each worker paid less than the prevailing rates as determined
by the Director of Industrial Relations for the work or craft in which the worker is employed for
the Services by Consultant or any sub-consultant or subcontractor.

c. Bidding Eligibility. Pursuant to Labor Code Section 1771.1, no contractor
or subcontractor (or consultant or subconsultant) may be listed on a bid proposal for a public works
project unless registered with the Department of Industrial Relations.

d. DIR Monitoring. Pursuant to Labor Code Section 1771.4, Consultant is
hereby notified that this project is subject to compliance monitoring and enforcement by the
Department of Industrial Relations.

e. Indemnification Related to Prevailing Wages. Section 5, Indemnification,
specifically encompasses Claims arising from or related to (i) the noncompliance by Consultant or
any party performing the Services of any applicable local, state, and/or federal law, including,
without limitation, any applicable federal and/or state labor laws (including, without limitation,
the requirement to pay state prevailing wages and hire apprentices); (ii) the implementation of
Labor Code Sections 1726 and 1781, as the same may be amended from time to time, or any other
similar law; and/or (iii) failure by Consultant or any party performing the Services to provide any
required disclosure or identification as required by Labor Code Section 1781, as the same may be
amended from time to time, and/or any other similar law.

7.4 Licenses and Permits, Fees and Assessments. Consultant represents, warrants, and
covenants to City that Consultant and its employees, agents, and any subcontractors have all
licenses, permits, qualifications, and approvals of whatsoever nature that are legally required to
practice their respective professions, and perform the Services. Consultant represents, warrants,
and covenants to City that Consultant and its employees, agents, and subcontractors shall, at their
sole cost and expense, keep in effect at all times during the term of this Agreement any licenses,
permits, and approvals that are legally required to practice their respective professions, and
perform the Services. In addition to the foregoing, Consultant and any subcontractors shall obtain
and maintain during the term of this Agreement valid business licenses from City. Consultant
shall have the sole obligation to pay for any fees, assessments, and taxes, plus applicable penalties
and interest, which may be imposed by law and arise from or are necessary for Consultant’s
performance of the Services, and shall indemnify, defend and hold harmless City, its officers,
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employees or agents of City, against any such fees, assessments, taxes, penalties or interest levied,
assessed, or imposed against City hereunder.

7.5 Conflicts of Interest, Political Reform Act. Consultant represents, warrants, and
covenants that Consultant presently has no interest, direct or indirect, which would interfere with
or impair in any manner or degree the performance of Consultant’s obligations and responsibilities
under this Agreement. Consultant further agrees that while this Agreement is in effect, Consultant
shall not acquire or otherwise obtain any interest, direct or indirect, that would interfere with or
impair in any manner or degree the performance of Consultant’s obligations and responsibilities
under this Agreement. Consultant acknowledges that pursuant to the provisions of the Political
Reform Act (Government Code Section 87100 et seq.), City may determine the Consultant to be a
“consultant” as that term is defined by 2 California Code of Regulations Section 18700.3. In the
event City makes such a determination, Consultant agrees to complete and file a “Statement of
Economic Interest” with the City Clerk to disclose such financial interests as required by City. In
such event, Consultant further agrees to require any other person doing work under this Agreement
to complete and file a “Statement of Economic Interest” to disclose such other person’s financial
interests as required by City.

7.6  Annual Appropriation of Funding. In accord with Article 16 Section 18 of the
California Constitution, payment of compensation under this Agreement is contingent upon annual
appropriation of funds by City for that purpose. Consultant acknowledges and agrees that to the
extent that the Services extend beyond one (1) fiscal year, payment for such Services is expressly
conditioned on City’s annual appropriation of funds for such Services for each year. If no funds
are appropriated then this Agreement shall be terminated. City pledges and agrees to process such
appropriation requests annually and in good faith. Nothing in this Subsection shall be construed
to limit the right of either Party to terminate this Agreement as provided herein.

SECTION 8. TERMINATION AND MODIFICATION.

8.1 Termination. City may cancel this Agreement at any time and without cause upon
written notification to Consultant.

8.2 Termination by Consultant. Consultant may cancel this Agreement upon 30 days’
written notice to City.

8.3 Consequences of Termination. In the event of termination, Consultant shall be
entitled to compensation for the Services performed up to the date of termination; City, however,
may condition payment of such compensation upon Consultant delivering to City any or all
documents, photographs, computer software, video and audio tapes, and other materials provided
to Consultant or prepared by or for Consultant or City in connection with this Agreement.

8.4  Extension. City may, in its sole and exclusive discretion, extend the end date of
this Agreement beyond that provided for in Subsection 1.1. Any such extension shall require a
written amendment to this Agreement, as provided for herein. Consultant understands and agrees
that, if City grants such an extension, City shall have no obligation to provide Consultant with
compensation beyond the maximum amount provided for in this Agreement. Similarly, unless

2905/031858-0001
18155996.1 a07/24/24 -12-



Docusign Envelope ID: 39EA7410-3FB0-4D51-AEC4-C6A9BEASF3DC

authorized by the Contract Administrator, City shall have no obligation to reimburse Consultant
for any otherwise reimbursable expenses incurred during the extension period.

8.5 Amendments. The Parties may amend this Agreement only by a writing signed by
all the Parties.

8.6 Assignment and Subcontracting. City and Consultant recognize and agree that this
Agreement contemplates personal performance by Consultant and is based upon a determination
of Consultant’s unique personal competence, experience, and specialized personal knowledge.
Moreover, a substantial inducement to City for entering into this Agreement was and is the
professional reputation and competence of Consultant. Consultant may not assign this Agreement
or any interest therein without the prior written approval of the Contract Administrator. Consultant
shall not subcontract any portion of the performance contemplated and provided for herein, other
than to the subcontractors noted in Consultant’s proposal, without prior written approval of the
Contract Administrator. In this case, CSD Cyber will contract Jerry Chapee and Mark Prys as 1099
contractors for particular work in this contract. In the event that key personnel leave Consultant’s
employ, Consultant shall notify City immediately.

8.7 Survival. All obligations arising prior to the expiration or termination of this
Agreement and all provisions of this Agreement allocating liability between City and Consultant
shall survive the expiration or termination of this Agreement.

8.8 Options upon Breach by Consultant. If Consultant materially breaches any of the
terms of this Agreement, City's remedies shall include, but not be limited to, any or all of the
following:

a. Immediately terminate this Agreement;

b. Retain the plans, specifications, drawings, reports, design documents, and
any other work product prepared by Consultant pursuant to this Agreement;

C. Retain a different consultant to complete the Services described in
Exhibit A; and/or

d. Charge Consultant the difference between the cost to complete the Services
described in Exhibit A that is unfinished at the time of breach and the amount that City would have
paid Consultant pursuant to Section 2 if Consultant had completed the Services.

SECTION 9. KEEPING AND STATUS OF RECORDS.

9.1 Records Created as Part of Consultant’s Performance. All reports, data, maps,
models, charts, studies, surveys, photographs, memoranda, plans, studies, specifications, records,
files, or any other documents or materials, in electronic or any other form that Consultant prepares
or obtains pursuant to this Agreement and that relate to the matters covered hereunder shall be the
property of City. Consultant hereby agrees to deliver those documents to City upon the expiration
or termination of this Agreement. It is understood and agreed that the documents and other
materials, including but not limited to those described above, prepared pursuant to this Agreement
are prepared specifically for City and are not necessarily suitable for any future or other use. Any

2905/031858-0001
18155996.1 a07/24/24 -13-



Docusign Envelope ID: 39EA7410-3FB0-4D51-AEC4-C6A9BEASF3DC

use of such documents for other projects by City shall be without liability to Consultant. City and
Consultant agree that, until final approval by City, all data, plans, specifications, reports, and other
documents are confidential and will not be released to third parties without prior written consent
of both Parties unless required by law.

9.2 Licensing of Intellectual Property. This Agreement creates a non-exclusive and
perpetual license for City to copy, use, modify, reuse, or sublicense any and all copyrights, designs,
rights of reproduction, and other intellectual property embodied in plans, specifications, studies,
drawings, estimates, test data, survey results, models, renderings, and other documents or works
of authorship fixed in any tangible medium of expression, including but not limited to, physical
drawings, digital renderings, or data stored digitally, magnetically, or in any other medium, which
are prepared or caused to be prepared by Consultant under this Agreement (“Documents and
Data”). Consultant shall require all subcontractors to agree in writing that City is granted a non-
exclusive and perpetual license for any Documents and Data the subcontractor prepares under this
Agreement. Consultant represents and warrants that Consultant has the legal right to license any
and all Documents and Data. Consultant makes no such representation and warranty in regard to
Documents and Data which were prepared by design professionals other than Consultant or
provided to Consultant by the City. City shall not be limited in any way in its use of the Documents
and Data at any time, provided that any such use not within the purposes intended by this
Agreement shall be at City’s sole risk.

9.3 Consultant’s Books and Records. Consultant shall maintain any and all ledgers,
books of account, invoices, vouchers, canceled checks, and other records or documents evidencing
or relating to charges for the Services or expenditures and disbursements charged to City under
this Agreement for a minimum of three (3) years, or for any longer period required by law, from
the date of final payment to Consultant under this Agreement. All such records shall be maintained
in accordance with generally accepted accounting principles and shall be clearly identified and
readily accessible.

9.4 Inspection and Audit of Records. Any records or documents that Subsection 9.3 of
this Agreement requires Consultant to maintain shall be made available for inspection, audit,
and/or copying at any time during regular business hours, upon oral or written request of City.
Under California Government Code Section 8546.7, if the amount of public funds expended under
this Agreement exceeds TEN THOUSAND DOLLARS ($10,000.00), this Agreement shall be
subject to the examination and audit of the State Auditor, at the request of City or as part of any
audit of City, for a period of three (3) years after final payment under this Agreement.

SECTION 10. MISCELLANEOUS PROVISIONS.

10.1  Attorneys’ Fees. If either Party to this Agreement brings any action, including an
action for declaratory relief, to enforce or interpret the provision of this Agreement, the prevailing
Party shall be entitled to reasonable attorneys’ fees and expenses including costs, in addition to
any other relief to which that Party may be entitled; provided, however, that the attorneys’ fees
awarded pursuant to this Subsection shall not exceed the hourly rate paid by City for legal services
multiplied by the reasonable number of hours spent by the prevailing Party in the conduct of the
litigation. The court may set such fees in the same action or in a separate action brought for that

purpose.
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10.2  Applicable Law, Venue. The laws of the State of California shall govern this
Agreement. In the event that either Party brings any action against the other under this Agreement,
the Parties agree that trial of such action shall be vested exclusively in Riverside County.

10.3  Severability. If any provision of this Agreement is held invalid, the remainder of
this Agreement shall not be affected thereby and all other parts of this Agreement shall
nevertheless be in full force and effect.

10.4 Section Headings and Subheadings. The section headings and subheadings
contained in this Agreement are included for convenience only and shall not limit or otherwise
affect the terms of this Agreement.

10.5 No Implied Waiver of Breach. Waiver by any Party to this Agreement of any term,
condition, or covenant of this Agreement shall not constitute a waiver of any other term, condition,
or covenant. Waiver by any Party of any breach of the provisions of this Agreement shall not
constitute a waiver of any other provision or a waiver of any subsequent breach or violation of any
provision of this Agreement. Acceptance by City of any work or services by Consultant shall not
constitute a waiver of any of the provisions of this Agreement. No delay or omission in the
exercise of any right or remedy by a non-defaulting Party on any default shall impair such right or
remedy or be construed as a waiver. Any waiver by either Party of any default must be in writing
and shall not be a waiver of any other default concerning the same or any other provision of this
Agreement.

10.6  Successors and Assigns. The provisions of this Agreement shall inure to the benefit
of and shall apply to and bind the successors and assigns of the Parties.

10.7 Consultant Representative. All matters under this Agreement shall be handled for
Consultant by Alfred Ortiz (“Consultant’s Representative”). The Consultant’s Representative
shall have full authority to represent and act on behalf of Consultant for all purposes under this
Agreement. The Consultant’s Representative shall supervise and direct the Services, using his
best skill and attention, and shall be responsible for all means, methods, techniques, sequences,
and procedures and for the satisfactory coordination of all portions of the Services under this
Agreement.

10.8 City Contract Administration. This Agreement shall be administered by a City
employee, Michelle Sarkissian, IT Manager (“Contract Administrator”). All correspondence
shall be directed to or through the Contract Administrator or his designee. The Contract
Administrator shall have the power to act on behalf of City for all purposes under this Agreement.
Unless otherwise provided in this Agreement, Consultant shall not accept direction or orders from
any person other than the Contract Administrator or his designee.

10.9 Notices. Any written notice to Consultant shall be sent to:

CSD CYBER, LLC.

Attn: Alfred Ortiz

545 Third Street, Suite 267
Monument, CO 80132
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Any written notice to City shall be sent to the Contract Administrator at:

City of Menifee

29844 Haun Road

Menifee, CA 92586

Attn: Michelle Sarkissian, IT Manager

with a copy to:

City Clerk

City of Menifee
29844 Haun Road
Menifee, CA 92586

10.10 Professional Seal. Where applicable in the determination of the Contract
Administrator, the first page of a technical report, first page of design specifications, and each page
of construction drawings shall be stamped/sealed and signed by the licensed professional
responsible for the report/design preparation. The stamp/seal shall be in a block entitled “Seal and
Signature of Registered Professional with report/design responsibility,” as in the following
example.

Seal and Signature of Registered Professional with
report/design responsibility.

10.11 Rights and Remedies. Except with respect to rights and remedies expressly
declared to be exclusive in this Agreement, the rights and remedies of the Parties are cumulative
and the exercise by either Party of one or more of such rights or remedies shall not preclude the
exercise by it, at the same or different times, of any other rights or remedies for the same default
or any other default by the other Party.

10.12 Integration. This Agreement, including the scope of services attached hereto and
incorporated herein as Exhibit A, represents the entire and integrated agreement between City and
Consultant and supersedes all prior negotiations, representations, or agreements, either written or
oral. The terms of this Agreement shall be construed in accordance with the meaning of the
language used and shall not be construed for or against either Party by reason of the authorship of
this Agreement or any other rule of construction which might otherwise apply.

10.13 Counterparts. This Agreement may be executed in multiple counterparts, each of
which shall be an original and all of which together shall constitute one agreement.

10.14 Execution of Contract. The persons executing this Agreement on behalf of each of
the Parties hereto represent and warrant that (i) such Party is duly organized and existing, (i1) they
are duly authorized to execute and deliver this Agreement on behalf of said Party, (iii) by so
executing this Agreement, such Party is formally bound to the provisions of this Agreement, and
(iv) that entering into this Agreement does not violate any provision of any other agreement to
which said Party is bound.
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10.15 Nondiscrimination. Consultant covenants that, by and for itself, its heirs, executors,
assigns, and all persons claiming under or through them, that in the performance of this Agreement
there shall be no discrimination against or segregation of, any person or group of persons on
account of any impermissible classification including, but not limited to, race, color, creed,
religion, sex, marital status, sexual orientation, national origin, or ancestry.

10.16 No Third Party Beneficiaries. There are no intended third-party beneficiaries under
this Agreement and no such other third parties shall have any rights or obligations hereunder.

10.17 Nonliability of City Officers and Employees. No officer, official, employee, agent,
representative, or volunteer of City shall be personally liable to Consultant, or any successor in
interest, in the event of any default or breach by City or for any amount which may become due to
Consultant or to its successor, or for breach of any obligation of the terms of this Agreement.

10.18 No Undue Influence. Consultant declares and warrants that no undue influence or
pressure is used against or in concert with any officer or employee of City in connection with the
award, terms or implementation of this Agreement, including any method of coercion, confidential
financial arrangement, or financial inducement. No officer or employee of City shall receive
compensation, directly or indirectly, from Consultant, or from any officer, employee, or agent of
Consultant, in connection with the award of this Agreement or any work to be conducted as a result
of this Agreement.

10.19 No Benefit to Arise to City Employees. No member, officer, or employee of City,
or their designees or agents, and no public official who exercises authority over or has
responsibilities with respect to this Agreement during his/her tenure or for one (1) year thereafter,
shall have any interest, direct or indirect, in any agreement or sub-agreement, or the proceeds
thereof, for the Services to be performed under this Agreement.

[Signatures on Following Page]
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IN WITNESS WHEREOF, the Parties hereto have executed and entered into this
Agreement as of the Effective Date.

CITY OF MENIFEE CONSULTANT

(O Lp0 Upr L Botin, (£

Armando G.'Villa, City Manager Alfred Ortiz, CEO

Attest:

Stephanie Roseen, Acting City Clerk

Approved as to Form:
[Note: 2 officer’s signatures required if

f)gffmﬁ D Meleluin 4 ( jf_q ﬁfﬁgmm Consultant is a corporation, unless provided
Jeffrey T. Melching, City Attorney with a certificate of secretary in-lieu]
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EXHIBIT A
SCOPE OF SERVICES

Services shall include CYBER SECURITY PENETRATION TESTING SERVICES in the
amount not to exceed Twenty Four Thousand Eight Hundred Forty Dollars and Zero
Cents ($24,840.00) as further detailed in the following page(s).

EXHIBIT A.
2905/031858-0001
18155996.1 207/24/24
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A CSD Cyber Statement of Work for the
J City of Menifee, California

March 11, 2024

A. OBIECTIVE: CSD Cyber shall provide a comprehensive cybersecurity vulnerability
assessment of the Enterprise (Corporate) Information Technology (IT) and Operational
Technology (OT) network of the city of Menifee California located in Riverside County
California. The assessment will include both information and operational security guidance
that is aligned with industry standards, best practices and methodologies outlined in
National Institute for Standards and Technology (NIST), Cyber Security Framework (CSF),
ISO/IEC, and AB 2135. The evaluation shall include an information security roadmap to
be used to develop a plan for remediation of any items identified.

B. GOAL: The goal of the assessment is to identify and validate weaknesses in Menifee’s
information and operational security architecture and posture from both an internal and
external vantage point.

C. SCOPE OF WORK: The following tasks outline the functional areas in which CSD Cyber
shall assess in this engagement.

a. Operational Technology (OT) architecture analysis
1. The scope of the OT analysis will include a tabletop review of the
network diagrams, the configurations between the OT and IT
terrain,
2. The asset inventory will be reviewed for vulnerabilities identified
by Cybersecurity Infrastructure Security Agency (CISA).

b. Penetration Testing: The scope of the Penetration testing will include the entire
perimeter and any critical systems that may impact the security of the systems. This
includes both the external perimeter (public-facing attack surfaces) and the
internal perimeter (LAN to LAN attack surfaces).

c. Perimeter Testing: CSD Cyber shall evaluate Menifee's network perimeter both
externally and internally. In addition, the test will include critical systems that could
affect the security including security systems (e.g., firewalls, authentication servers,
etc.) or any assets utilized by privileged users 1o support and manage the systems.
Activities will include, but may not be limited to:

i. Perform an in-depth cybersecurity vulnerability assessment and
penetration testing of Menifee IT infrastructure of:

1. Internal network — all internal systems including routers, switches,
physical and virtual servers, data storage infrastructure, and public
computers and other connected IT devices: including all
Demilitarized (DMZ) systems to include flow of controls from
external and internal systems.

2. External network - all external public-facing systems including
firewalls, FTP, web servers, and web service interface points.

CSD Cyber, LLC. — 545 Third Street Svite 267, Monument, CO 80132
Phone: (719). 220.6464 — www.csdcyber.com

2905/031858-0001
18155996.1 a07/24/24 EXHIBIT A.



Docusign Envelope ID: 39EA7410-3FB0-4D51-AEC4-C6A9BEASF3DC

AJCSD Cyber

vi.

vii.

viii.

2905/031858-0001
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Statement of Work for the
City of Menifee, California

Enumerate systems on the network and validate them against known
systems. Identify any unknown or unexpected systems.

Scan network systems and servers for potential vulnerabilities. Menifee will
provide the network ranges and any network /host exemptions to these
scans.

Identify, analyze, and confirm vulnerabilities. It is expected that Menifee IT
personnel will look deeper into potential vulnerabilities for other security
holes, misconfigurations, and other problems to follow the vulnerability to
its end. CSD Cyber will share method and process of successful penetration
in addition to a list of open ports, missing patches, or vulnerabilities.

CSD Cyber will conduct security risk assessment scans on mission-critical
applications. All vulnerabilities reported as Critical /High shall be detailed
in the ‘Findings’ section of the final deliverable. A complete list of
vulnerabilities shall be provided in a separate appendix. Each
vulnerability or risk identified shall be categorized as a Critical /High,
Medium, or Low.

User Privilege Escalation: Throughout the assessment, CSD Cyber shall
attempt to complete user privilege escalations to further compromise, or
demonstrate the effectiveness of, the security of established controls within
Menifee’s environment. This testing will assist in determining if access
control systems are effectively enforcing user access and permission levels
are configured correctly based on job function.

Segmentation Testing: CSD Cyber shall evaluate the segmentation controls
of all segregated network segments from a sample of completely

isolated /segmented networks (ensuring that each type of segmentation
point is represented, such as firewalls, VLAN on switch, etc.).

Wireless Scanning (both private and guest): CSD Cyber shall identify
rogue wireless devices and additional security architecture weaknesses
related fo the wireless networks.

Applications

1. Menifee will provide authenticated application vulnerability
scanning and penetration testing. CSD Cyber will conduct security
risk assessment scans on external facing applications

2. |dentity application security vulnerabilities and perform active
exploit through identified vulnerabilities (Note: Exploit shall stop at
the point of proof of compromise but not causing any business
interruption).

CSD Cyber, LLC. — 545 Third Street Svite 267, Monument, CO 80132
Phone: (719). 220.6464 — www.csdcyber.com
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Statement of Work for the

A CSD Cyber
J City of Menifee, California

x. Database Assessment: Information on all databases used by Menifee City
will be provided to CSD Cyber to for review during assessment phase,
CSD Cyber will take the following actions:

1. Assess the databases to look for common vulnerabilities such as
buffer overflows, default accounts, or default permissions on
database objeds such as tables, views, and stored procedures.

2. Look for erroneous configurations that may lead to information
leaks, theft of data, or even intrusion and denial of service attacks.

3. CSD Cyber will review several key functional areas that may
include but not be limited to:

i. Authentication and Authorization to
Control Database Access
ii. Password Complexity Verification
iii. Restriction of access rights to privileged
user IDs to least privileges necessary to
perform job responsibilities.
iv. Server Security
v. Database Connections
vi. Table Access Control
vii. Encryption Usage
viii. Certificate Application

xi. Brute Force Attack: If requested CSD Cyber will conduct a brute force
attack to check for weak passwords. The objective of this test is to confirm
whether passwords are meeting security best practices.

xii. Social Engineering (Phone and E-mail): If requested CSD Cyber will
conduct a Social Engineering phase of the assessment, CSD Cyber shall
attempt to impersonate and persuade Menifee employees via telephone
and/or e-mail to disclose proprietary information. This information may
allow CSD Cyber to access sensitive information and for exploit the
infegrity and /or availability of data. The sophisticated methods that may
be utilized are, but not limited to, as follows:

1. Phishing/spear phishing Attacks — Sending an e-mail to a user
falsely claiming to be an established legitimate organization to
defraud the user into surrendering company sensitive/ information.
The overall objective here is fo measure end-user response fo
phishing, spear phishing, spam, and other email threats.

2. Employee Impersonation — Calling employees and attempt to
convince them to release sensitive information (e.g., passwords of
systems, unpublished e-mail addresses, names of other employees,
names, and virtual locations of systems).

CSD Cyber, LLC. — 545 Third Street Svite 267, Monument, CO 80132
Phone: (719). 220.6464 — www.csdcyber.com
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AJ CSD Cyber Statement of Work for the

City of Menifee, California

3. Pretexting — This method is the act of creating and using an
invented scenario to persuade a targeted victim to release
information or perform an action and is typically done over the
telephone. It is more than a simple lie as it most often involves some
prior research or set up and the use of pieces of known information
(e.g., for impersonation: date of birth, Social Security Number, last
bill amount or other specific company information to establish
legitimacy in the mind of the target)

D. REQUIRED DELIVERABLES
a. Executive summary: The executive summary shall include high level overview of the
assessment including the following:

i. Overall assessment results

ii. Overall risk ranking and key areas of risk
iii. Current maturity level score card against NIST cybersecurity framework
iv. Strategic recommendations and key areas of focus for remediation

b. Detailed report: The detailed report shall include detail of the assessment
including the following:
i. Assessment methodology
ii. Detailed assessment results in o sortable spreadsheet, risk ranking and
actionable recommendations for all areas within the assessment scope
iii. Detailed score card of current maturity level for each NIST category

¢. Road map: This shall include both tactical and strategic recommendations in a
risk-based approach with consideration of business environment, technology,
people, and process.

i. Tactical recommendations: This shall identify issues that are tactical in
nature, simple to implement, and will have a positive impact on overall
NIST alignment. Recommendations should be made and presented in a
risk-ranked format along with technical, resource and process requirements

ii. Strategic Recommendations: This should identify issues that are strategic in
nature, complex to implement, and require management decisions o make,
but will have a significant impact on the overall architecture program.
Recommenddations should be made and presented in a risk-ranked format
along with technical, resource and process requirements

iii. Appropriate milestones and key performance indicators to enhance
Menifee’s information security posture and address key risk findings

iv. Identification of security projects based on individual or combined
recommendations with detailed activities and action plans

CSD Cyber, LLC. — 545 Third Street Svite 267, Monument, CO 80132
Phone: (719). 220.6464 — www.csdcyber.com
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AJ CSD Cyber Statement of Work for the
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City of Menifee, California

v. An assessment of how the implementation of each project would remediate
risk and position Menifee with respect to industry best practices

d. Prioritized project plan: The project plan is developed to support the road map.
e. At a minimum, the project plan should include the following elements:

i. Project description
ii. Priority
iii. Risk rank
iv. Supported road map item #
v. Recommended solution
vi. Level of complexity to implement
vii. Resource requirement

f. Presentation deliverable: CSD Cyber shall prepare and deliver an executive-level
presentation of the assessment. It is important to note that once Cybersecurity
vulnerability assessment testing is completed, CSD Cyber will remove all agents,
backdoors, any software used for the Cybersecurity risk assessment project, thus
removing dany trace of existence in the Menifee’s IT infrastructure.

. QUALIFICATIONS

a. CSD Cyber team members each have over two decades of comprehensive
cybersecurity vulnerability assessments for the U.S Department of Defense. In
addition, in 2021 CSD Cyber provided penetration testing services to the city.

Travel and Expense (if required)
a. CSD Cyber will invoice for any relevant travel and expense charges incurred due
to any in-person work for Menifee. These expenses include airfare, room and
lodging, and other relevant fransportation expenses.

. Required Documentation:

d. Authorization letter from the CEO, Chief Legal Officer and Chief Information
Security Officer authorizing the above scans and assessments
Two user accounts and one admin account

¢.  Aninternal work area and local ports enabled

d. All current network diagrams and data flow diagrams

. Cost Estimate:
Item Duration (Days) Subtotal
Operational Technology
Analysis 2.5 $4.,600.00
Penetration Testing 5 $9.200.00
Final Report
Creation/Presentation 2 3,680.00
Black Box / Brute Force 2 $3.680.00
Social Engineering 2 $3.680.00

Project Total $24,840.00

CSD Cyber, LLC. — 545 Third Street Svite 267, Monument, CO 80132
Phone: (719). 220.6464 — www.csdcyber.com
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CERTIFICATE OF LIABILITY INSURANCE W

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER CONTACT
Berkshire Hathaway Direct Insurance Company NAME:
1314 Douglas Street, Suite 1400 PHONE 1-800-507-4495 FAX: 866-715-2764
Omaha, NE 68102 (/E, Mo, Bxt: (AIC. No:
maha, E-MAIL
ADDRESS: service@threeinsurance.com
INSURER(S) AFFORDING COVERAGE NAIC #
INSURER A : Berkshire Hathaway Direct Insurance Compan 10391
INSURED INSURER B :
CyberSoftwareDistributors, LLC DBA CSD Cyber -
545 3rd St Unit 267 INSURER € :
Monument, CO 80132-4511 INSURER D :
INSURER E :
INSURER F
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSRLTR TYPE OF INSURANCE ADDL suB POLICY POLICY POLICY EXP LIMITS
INSD R NUMBER EFF (MM/DD/YYYY
WVD (MM/DD/Y )
YYY)
A CP140192705P2 | 01/15/2024 | 01/15/2025 EACH OCCURRENCE $ 1,000,000
X COMMERCIAL GENERAL LIABILITY
DAMAGE TO RENTED $ 1,000,000
CLAIMS-MADE OCCUR PREMISES (Ea
occurrence)
MED EXP (Any one $
erson)
PERSONAL & ADV $ 1,000,000
INJURY
GEN'L AGGREGATE LIMIT APPLIES PER: gggEREgl;\TE $3,000,000
PRO- PRODUCTS - $ SEE GENERAL
PoOLICY Loc
X D JECT D COMP/OP AGG AGGREGATE
OTHER: $
A AUTOMOBILE LIABILITY CP140192705 01/15/2024 01/15/2025 COMBINED SINGLE $
P2023 LIMIT (Ea accident)
ANY AUTO BODILY INJURY (Per $
person)
OWNED SCHEDULED BODILY INJURY (Per $
AUTOS ONLY AUTOS accident)
HIRED |« | NON-OWNED PROPERTY DAMAGE $
X AUTOS ONLY X AUTOS ONLY (Per accident)
HIRED AND NON - $1,000,000/3,000
OWNED
UMBRELLA LIAB OCCUR EACH OCCURRENCE
EXCESS LIAB —| CLAIMS-MADE AGGREGATE S
DED RETENTION $ $
A WORKERS COMPENSATION N/A CP140192705 01/15/2024 01/15/2025 X PER X OTHER
. P2023 STATUT
AND EMPLOYERS' LIABILITY YIN E
ANY PROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT $ 1,000,000
E.L. DISEASE - EA $ 1,000,000
OFFICER/MEMBER EXCLUDED? Y EMPLOYEE
(Mandatory in NH) E.L. DISEASE - $ 3,000,000
If yes, describe under POLICY LIMIT
DESCRIPTION OF OPERATIONS below
A CP140192705 01/15/2024 01/15/2025
OCCUR P2023
PerOccur/Aggregate $;gggggg /
ERRORS & OMISSIONS o
CYBER X PerOccur/Aggregate $1,000,000 /
3,000,000
DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space is required)
from Workers C
alfred ortiz - Excluded
CERTIFICATE HOLDER CANCELLATION
CSD Cyber SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED
545 Third S‘éeg‘smz BEFORE THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
Monument, ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

PRI &
4 . D

© 1988-2015 ACORD CORPORATION. All rights reserved.
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From: Sanders, Jessica [jsanders@rutan.com]

To: Ron Puccinelli [rpuccinelli@cityofmenifee.us], Jennifer Dominguez
[jdominguezl@cityofmenifee.us]

Subject: RE: Agreement Review Request: CSD Cyber, LLC for Cybersecurity
Penetration Testing Services

Sent: Wed 9/11/2024 11:08 AM GMT-07:00

Importance: Normal

[CAUTION]: This email originated from outside of the organization. Do not click

links or open attachments unless you recognize the sender and know the content
is safe.

Good morning,

Please see revisions attached. Once signatures are added, this Agreement can
proceed.

Thank you

Jess Sanders <http://www.rutan.com/Jess-Sanders>

18575 Jamboree Road, 9th Floor | Irvine, CA 92612
O. (714) 641-5100 | D. (714) o662-4617

jsanders@rutan.com <mailto:jsanders@rutan.com> | www.rutan.com
<http://www.rutan.com/>

<https://www.rutan.com/>

Privileged And Confidential Communication.

This electronic transmission, and any documents attached hereto, (a) are
protected by the Electronic Communications Privacy Act (18 USC §§ 2510-2521),
(b) may contain confidential and/or legally privileged information, and (c) are
for the sole use of the intended recipient named above. If you have received
this electronic message in error, please notify the sender and delete the
electronic message. Any disclosure, copying, distribution, or use of the
contents of the information received in error is strictly prohibited.

From: Ron Puccinelli <rpuccinelli@cityofmenifee.us>
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Sent: Thursday, September 5, 2024 10:45 AM

To: Jennifer Dominguez <jdominguez@cityofmenifee.us>; Sanders, Jessica
<jsanders@rutan.com>

Cc: Dall, Heather <HDall@rutan.com>; Melching, Jeffrey <jmelching@rutan.com>;
Amir Zaki <azaki@cityofmenifee.us>

Subject: RE: Agreement Review Request: CSD Cyber, LLC for Cybersecurity
Penetration Testing Services

Hi Jessica,

For this agreement, I do need to add the NDA language we spoke about a few days
ago.

This is to bar disclosure on the part of CSD Cyber of any
sensitive/security/vulnerability information.

I'm available if you have questions or need additional information.

Best Regards,

Ron Puccinelli | Chief Information Officer

Information Technology Department

City of Menifee | 29844 Haun Road | Menifee, CA 92586

Direct: (951) 723-1711 | City Hall: (951) 672-6777 | Fax: (951) 679-2567

rpuccinelli@cityofmenifee.us <mailto:rpuccinelli@cityofmenifee.us> |
cityofmenifee.us <https://www.cityofmenifee.us/>

Connect with us on social media: <https://www.facebook.com/cityofmenifeeus/>
<https://twitter.com/cityofmenifee?lang=en> |
<https://www.instagram.com/cityofmenifee.cityhall/?hl=en> |
<https://www.linkedin.com/in/city-of-menifee/>
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*Please note that email correspondence with the City of Menifee, along with
attachments, may be subject to the California Public Records Act, and therefore
may be subject to disclosure unless otherwise exempt. The City of Menifee shall
not be responsible for any claims, losses or damages resulting from the use of
digital data that may be contained in this email.

From: Jennifer Dominguez <jdominguez@cityofmenifee.us
<mailto:jdominguez@cityofmenifee.us> >

Sent: Thursday, September 5, 2024 10:35 AM

To: Sanders, Jessica <jsanders@rutan.com <mailto:jsanders@rutan.com> >

Cc: Dall, Heather <HDall@rutan.com <mailto:HDall@rutan.com> >; Jeffery T.
Melching <jmelching@rutan.com <mailto:jmelching@rutan.com> >; Amir Zaki
<azaki@cityofmenifee.us <mailto:azaki@cityofmenifee.us> >; Ron Puccinelli
<rpuccinelli@cityofmenifee.us <mailto:rpuccinelli@cityofmenifee.us> >

Subject: Agreement Review Request: CSD Cyber, LLC for Cybersecurity Penetration
Testing Services

Good afternoon Jessica,

Attached for your review is the Professional Services Agreement between the City
of Menifee and CSD Cyber, LLC for Cybersecurity Penetration Testing Services.

This agreement request is from the Information Technology Department.

Can you please review and advise if this is ok to start routing for signatures
or will require any changes?

Please let me know if you have any questions or concerns. Have a wonderful day!

Thank you!

Jennifer Dominguez | Contract/Purchasing Specialist

Office of Finance

City of Menifee | 29844 Haun Road | Menifee, CA 92586

Direct: (951) 723-3743| City Hall: (951) 672-6777 | Fax: (951) 679-2568

jdominguez@cityofmenifee.us <mailto:jdominguez@cityofmenifee.us> |
cityofmenifee.us
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Connect with us on social media: <https://www.facebook.com/cityofmenifeeus/>
<https://twitter.com/cityofmenifee?lang=en> |
<https://www.instagram.com/cityofmenifee.cityhall/?hl=en> |
<https://www.linkedin.com/in/city-of-menifee/>

*Please note that email correspondence with the City of Menifee, along with
attachments, may be subject to the California Public Records Act, and therefore
may be subject to disclosure unless otherwise exempt. The City of Menifee shall
not be responsible for any claims, losses or damages resulting from the use of
digital data that may be contained in this email.
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